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Authenticated Key Exchange



Encryption

“Hello Bob!” “Hello Bob!”Encrypt Decrypt
<+EV:2F!J+*.@)*K0@#6

?

 is called a symmetric key

Question: how do Alice and Bob get ?
Answer: Authenticated Key Exchange (AKE)
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Diffie-Hellman [DH76]

𝑥 ←
$
ℤ𝑝−1

𝑔𝑥mod𝑝
𝑦 ←

$
ℤ𝑝−1

𝑔𝑦mod𝑝
𝑔𝑥

𝑔𝑦(𝑔𝑦)𝑥 = 𝑔𝑥𝑦 (𝑔𝑥)𝑦 = 𝑔𝑥𝑦

( , ) is called an asymmetric key pair
 is the private key
 is the public key

Discrete log problem: 𝑔𝑥mod𝑝 ↦ 𝑥
• this must be (computationally) hard
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Key Encapsulation Mechanism (KEM)

KeyGen

EncapsDecaps
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Mallory in the Middle (MitM)

KeyGen KeyGen

EncapsDecapsEncapsDecaps

Problem: no authentication
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One-way authentication

If Bob already has :

Decaps Encaps

One-way authentication (sort of…)
• Bob knows only Alice can open 
• Alice does not know who sent 
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Mutual authentication

If Bob already has  and Alice already has :

Encaps Decaps

EncapsDecaps

KDF KDF

8 / 32



Triple KEM

Encaps Decaps

Decaps Encaps

KDF KDF

KeyGen

EncapsDecaps
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Triple KEM

Triple KEM Triple KEM

• Static KEMs ( , ) for authentication
• Ephemeral KEM ( ) for forward secrecy

Alice and Bob can run this many times and get independent keys
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Quantum Computing



Quantum Computing

Shor’s quantum algorithm [Sho94]
solves discrete log.

Oops.

𝑔𝑥 𝑥
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Post-Quantum Cryptography (PQC)

Replace discrete-log with
• lattices
• error correcting codes
• supersingular isogenies

We can build KEMs out of these → we can build AKE out of these

Are they secure?
There are no (quantum) algorithms for breaking them that we know of…

Relative proofs are the best we can do:
• “if you break this scheme, then you can solve that hard problem”

13 / 32



Quantum Key Distribution



Quantum Key Distribution [BB84]

|+⟩ |0⟩ |−⟩ |1⟩ |1⟩ |+⟩ |0⟩ …

Sifting

Error correction

Privacy amplification

public quantum channel
authenticated classical channel
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Message authentication

Message Authentication Code (MAC)

MAC
Verify

Digital Signatures

Sign
Verify
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QKD: bootstrapping

QKD QKD

QKD QKD

⋮
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QKD: security

Confidentiality of QKD is statistical:
• security independent of the adversary’s computation power
• also known as information theoretical security

Authentication Security QKD Security
 MAC Statistical Statistical

,  Signature Computational Everlasting secrecy
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QKD interface: ETSI 014

QKD is slow, so we have to run it continuously in the background

GetKey() ( , keyID) keyID GetKeyWithID(keyID)

QKD Oracle

Leak(keyID) Override(keyID’, )

We abstract away the details: our QKD Oracle represents idealized QKD

QKD implementations might be broken
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QKD interface

Simplified:

GetKey GetKeyWithID
keyID
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Combining PQC and QKD



Combining PQC and QKD

What if our computational cryptography gets broken?  

What if our QKD implementation is insecure?

Can we combine PQC and QKD keys…
• …such that we have security if one is broken?
• …such that we maintain ITS if QKD is secure?
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Combining (a first attempt)

Triple KEM Triple KEM

P P

GetKey GetKeyWithID
keyID

Q Q

KDF KDF✘ ✘

KDFs are only computationally secure: we might as well have no QKD at all*
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Combining (a second attempt)

Triple KEM Triple KEM

P P

GetKey GetKeyWithID
keyID

Q Q

⨁ ⨁✘ ✘

Does not create independent keys
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Dependent key attack

session 1 session 1

keyID

=
P
⊕

Q

session 2 session 2
keyID′

=
P
⊕

Q

=
P
⊕

Q

=
P
⊕

Q

Leaking a session key reveals secrets of other sessions

25 / 32



Combining (third time is the charm)

Triple KEM

P P

GetKeyWithID

Q Q

Verify

Verify⨁

Triple KEM

PP

GetKey

QQ

MAC

MAC ⨁
Q Q

keyID

Q

P

 =       keyID

26 / 32



Proving security



Modelling AKE

Bellare-Rogaway [BR93]
• game between a challenger and the adversary:

The challenger:
• runs the protocol on behalf of all parties
• gives every message to the adversary

The adversary:
• can send any message to any party
• may reveal some secrets
• chooses a test session
‣ challenger flips a fair coin: 𝑏 ←

$
{0, 1}

– on heads (𝑏 = 0): reveals real key 
– on tails (𝑏 = 1): reveals a random key

• wins the game if they can guess 𝑏
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Proving security

Game-hopping proof
• start with the real game (where 𝑏 = 0)
• make small changes to the game
‣ show that no adversary can detect this small change with high probability

– either prove that the subsequent games are statistically close
– or provide a reduction: if the adversary can detect the change, then 

we can use this adversary to solve a hard problem
• end at the random game (where 𝑏 = 1)

Conclude that the adversary cannot distinguish the real game from the 
random game with high probability
• and so the protocol reveals almost no information about the real key
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Security of our protocol

Main theorems (informal):

• If (only) PQC is secure, our protocol is computationally secure
‣ by reduction to the components (Triple KEM + MAC)
‣ proof in the QROM

• If (only) QKD is secure, our protocol is statistically secure
‣ by statistical security of the components (QKD + MAC)
‣ this does require correctness of the KEMs (which is statistical)
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Conclusion



Conclusion

Combined cryptography is non-trivial
• Especially if we cannot rely on cryptographic hash functions

It is essential to include the QKD key ID
• In the protocol
• In the model (for example using our oracle)

Ongoing work
• modeling relaying on QKD networks
• analysis of a closely related KEM combiner

zeroknowledge.me/
talks/#2026-vu-plsec

Thank you for your attention
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Formalizing
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Formalizing
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Formalizing
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Formalizing
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Certificates

• A trusted third party  with a well-known public key 

Verify Sign Bob owns

“I’m Bob, this is my key: ”
• Check Bob’s identity
• Check if Bob owns 

“Hi Alice, here’s my key  and certificate 
Bob owns

”

• Alice trusts , so she accepts that  belongs to Bob
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Modelling AKE

The test session has
• owner (e.g. Alice)
• peer (e.g. Bob)
• matching session: the session with the exact same transcript (if it exists)

The adversary may reveal:
• long term keys 
‣ except the one of the peer

• session keys 
‣ except those of the test session and matching session

• QKD keys
‣ except those used in the test session

• session state
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KEM Combiners

Can we combine KEM1 and KEM2
• such that the combination is secure even if one is broken?

Relevant for combining pre- and post-quantum KEMs

Encaps((pk1, pk2)):
(𝑐1, 𝑘1) ←

$
Encaps1(pk1)

(𝑐2, 𝑘2) ←
$
Encaps2(pk2)

return (𝑐1 ‖ 𝑐2, 𝑘1 ⊕ 𝑘2)

Is this IND-CCA secure?
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KEM Combiners

Mix-and-Match attack [Bin+19]

𝐴Dec(⋅)((pk1, pk2), (𝑐1, 𝑐2), 𝑘𝑏):
(𝑐′1, 𝑘

′
1) ←

$
Encaps1(pk1)

(𝑐′2, 𝑘
′
2) ←

$
Encaps2(pk2)

𝑘″1 ← Dec(𝑐′1 ‖ 𝑐2) // 𝑐′1 ‖ 𝑐2 ≠ 𝑐1 ‖ 𝑐2
𝑘″2 ← Dec(𝑐1 ‖ 𝑐′2) // 𝑐1 ‖ 𝑐′2 ≠ 𝑐1 ‖ 𝑐2
return 𝑘𝑏 = 𝑘

′
1 ⊕ 𝑘

″
1 ⊕ 𝑘

′
2 ⊕ 𝑘

″
2
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KEM Combiners

XOR-then-MAC (XtM) Combiner [Bin+19]

𝑠1 ‖ 𝑚1 ← 𝑘1
𝜏1 ← MAC(𝑚1, 𝑐1 ‖ 𝑐2)

𝑠2 ‖ 𝑚2 ← 𝑘2
𝜏2 ← MAC(𝑚2, 𝑐1 ‖ 𝑐2)

and then

𝑐 ← 𝑐1 ‖ 𝑐2 ‖ 𝜏1 ‖ 𝜏2
𝑘 ← 𝑠1 ⊕ 𝑠2

(Upcoming work) the existing security theorem for XtM is flawed
• but it can be fixed (and formally verified)
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